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(57) Abstract 

A method and system for controlling a blasting network (16) for use where spurious command signals may be passed through a 
blasting controller (12) to the blasting network, for example when the controller is connected to the Internet or Intranet (10). The system 
includes a firewall (14) whereby the communication link (20) between the controller and the blasting netwoiic can be placed in a control 
mode by a switch (19). In the control mode, any previously designated unsafe message such as a fire command is prevented from reaching 
the blasting network by» for example, disregarding the unsafe message or scrambling it so that it is no longer unsafe. In an operational 
mode of the communication link, any scrambled unsafe message may be unscrambled and any unsafe message may be transmitted to the 
blasting network. 
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METHOD OF AND SYSTEM FOR CONTROLLING A BLASTING NETWORK 



Technical Field 



5 This inventiXDn^elates generally to a blasting system and is particularly concerned with a 
method of and sy^em for controlling the operation of a blasting network. 

Background of the Invention 

\ 

10 For safety reasons a blast controlling system used for remotely controlling a blasting 

network has traditionally been isolated from other networks at a blasting site eg. at a mine. 

\ 

The data on the blasting system can\owever be used to monitor productivity, implement 

\, 

stock control and improve mining methods by making blast information available to those 
who need such information. It is also pos^le to schedule and initiate blasts from a central 
15 control facility through a suitable blast controlling system. 



Another possibility which arises particularly due to the fact that computers are being used 
as top level system controllers for distributed networks of blasters is to make use of a 
computer network using Intemet or Intranet capabilities. There are however inherent risks 
20 associated with Intemet connections. Chief of these is. the risk that a hacker or 
unauthorised user may penetrate the system and deliberately or inadvertently generate an 
imsafe or dangerous command which can arm and fire the blasting system. This type of 
action can have catastrophic results. 

25 Summary of the Invention 

The invention provides a method of controlling a blasting network which includes the steps 
of designating at least one unsafe message, placing a communication link to the network in 
a control mode, monitoring the communication link for the unsafe message, ancl preventing 
30 the unsafe message, when detected, from reaching the blasting network. 



\ 
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The invention also provides a system for controlling a blasting network which includes a 
communication link for the network, the communication link being capable of being 
placed in a control mode, and a monitoring device for monitoring the communication link 
for at least one previously designated unsafe message, and wherein the communication 
5 link, when in its control mode, prevents any detected unsafe message from being 
transmitted to the blasting network. 

Further according to the present invention there is provided a blasting system including a 
control system as described in the inunediately preceding paragraph connected to a 
1 0 blasting network. 

In the control mode of the conununication link, the or each unsafe message may be 
prevented from reaching the blasting network simply by ignoring the message and not 
allowing its onward transmission. Alternatively the or each unsafe message may be 
15 scrambled so that it is no longer in an unsafe form. 

"Unsafe message", as used herein, is used to designate a message or command which, if 
received by the blasting network, could result in unwanted or adverse conditions or 
consequences. For example arm and fire commands, if received by the blasting network at 
20 an imwanted time, could cause a blast to be initiated in the presence of personnel and 
thereby result in death or injury. 

Preferably therefore the method of the invention includes the step of designating at least 
two unsafe messages of which two are respectively equated with arm and fire conunands. 

25 

The communication link is preferably able to be placed in an operational mode in which 
any previously designated unsafe message is allowed to be transmitted to and reach the 
blasting network. 



30 In an operational mode of the communication link, in which unsafe messages are allowed 
to be transmitted to the blasting network, any previously scrambled unsafe message may 
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be detected and unscrambled prior to transmitting the unscrambled unsafe message to the 
blasting network. 

The communication link may be connected to a control unit which is capable of generating 
5 legal imsafe messages, for example legitimate arm and fire commands. However, unsafe 
messages may be categorised as legal or illegal. The latter group of messages includes 
those which are illegally generated, for example those messages which arise from any 
source other than the control imit connected to the communication link. 

10 Brief Description of the Drawmes 

One embodiment of a control method and system according to the invention will now be 
described by way of example only with reference to the accompanying drawings in which: 
Figure 1 is a block diagram of an electronic blasting system including one embodiment of 
15 a control system according to the invention; 

Figure 2 is a block diagram of a communication fire wall for use in the control system of 
Figure 1; 

Figure 3 is a logical flowchart of the operation of a filter, used in the control system of 
Figure 1, according to a first form of the control system; and 
20 Figure 4 is a flowchart similar to that shown in Figure 3 for a variation of the control 
system. 

Description of Preferred Embodiment 

25 When a blasting system is connected to an Intranet or Internet facility, access is provided 
to information stored in a data base associated with the blasting system. This information is 
usefiil inter alia to managers, personnel involved in stores and production, seismic 
monitoring installations, logistical control xmits, etc. 

30 A perceived risk with a connection of the aforementioned kind is that unauthorised users 
may hack through the network security to tamper with the blasting system which is a safety 
critical system. An unanticipated system fault may result in the safety of the system being 
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1 . A method of controlling a blasting network which includes the steps of designating 
at least one unsafe message, placing a communication link to the network in a control 

5 mode, monitoring the communication link for the unsafe message, and preventing the 
unsafe message when detected, from reaching the blasting network. 

2. A method according to claim 1 which includes the step of placing the 
communication link in an operational mode in which any previously designated unsafe 

1 0 message is allowed to reach the blasting network. 

3. A method according to claim 1 or claim 2 wherein in the control mode of the 
commimication link the or each imsafe message is prevented from reaching the blasting 
network by preventing the onward transmission of the unsafe message. 

15 

4. A method according to claim 1 or clmm 2 wherein in the control mode of the 
communication link the or each imsafe message is prevented from reaching the blasting 
network by scrambling the or each designated imsafe message so that it is no longer 
unsafe. 

20 

5. A method according to claim 4 which includes in an operational mode of the 
conmiimication link in which unsafe messages are allowed to reach the blasting network 
the steps of detecting a scrambled tmsafe message, unscrambling the detected scrambled 
unsafe message, and transmitting the xmscrambled unsafe message to the blasting network. 

25 

6. A method according to any one of claims 1 to 5 which includes the step of 
designating at least two imsafe messages. 

7. A method according to claim 6 wherein two designated unsafe messages are 
30 respectively equated with arm and fire commands. 
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8. A system for controlling a blasting network which includes a communication link 
for the network, the communication link being capable of being placed in a control mode, 
and a monitoring device for monitoring the communication link for at least one previously 
designated tmsafe message, and wherein the communication link, when in its control 

5 mode, prevents any detected unsafe message from being transmitted to the blasting 
network. 

9. A control system according to claim 8 wherein the conmiunication link is capable 
of being placed in an operational mode in which any previously designated unsafe message 

10 is allowed to be transmitted to the blasting network. 

10. A control system according to claim 8 or claim 9 wherein in the control mode of 
the commiuiication link the or each unsafe message, when detected, is ignored. 

15 11. A control system according to claim 8 or claim 9 wherein the or each unsafe 
message, when detected, is scrambled. 

12. A control system according to claim 1 1 wherein in an operational mode of the 
communication link in which imseife messages are allowed to be transmitted to the blasting 

20 network any scrambled unsafe message is detected and unscrambled for transmission of 
the unscrambled unsafe message to the blasting network. 

13. A control system according to any one of claims 8 to 12 wherein the 
conununication link is connected to a control imit which is capable of generating legal 

25 unsafe messages. 

14. A control system according to any one of claims 8 to 13 wherein the monitoring 
device is a filter. 
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30 15. A control system according to any one of claims 8 to 14 wherein the 
communication link is placed in its control mode by means of a switch. 
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16. A blasting system including a control system according to any one of claims 8 to 15 
connected to a blasting network. 



